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NT,®¿�>?@A/Bþ=ÿ��

RedButton
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2. NTFS@A!�(1�B

–¢<@4G9`���§

• Everyone,4�&#!�
�«�&_�

– ¥winnt … Full Control
– ¥winnt¥system32 … Change
– ¥winnt¥repair … Read
– ¥winnt¥cookies … Full Control
– ¥winnt¥Temporary Internet Files … Full Control
– ¥temp … Change
– ¥program files … Full Control
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–��ÈC

• �J½W8=wFaC$, D$, Admin$Üd

• 123=�wF�

• 123�Î�¡��wF(�&��Á

–ÀÁNTFS9`��É�4

• NTFSDOS … DOS±�NTFS,4�&G;>.
• Linux±�=NTFSG;>.
• Ø2EG;>.��ëaFD±�=�:8Üd
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– NTFS Multiple Data Streams

• NTFSþ=J¼lW,�:g�\]
�� 

• Services For Macintosh(A¨:.J½:;=�
6,' 

• J¼lW,G;>.��¡��^_`]� 
– echo Hello world! > test.txt:stream1
– more < test.txt:stream1

• xÉ=HàI�±�)R=äD�V±��_akl
aNubd

• streamfind … March Information Systems
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NT,®¿�>?@A/Bþ=ÿ��

3. .C1��

–¢<@4G9`���§

• HKLM¥SOFTWARE#! … c<deEveryone,
4�&read/write�
�&_�

• !ÆL[.8A,HàI��f"«�jQâNÀÅl
Iò,.�E,h��&��Á

– HKLM¥SOFTWARE¥Microsoft¥Windows¥CurrentVersi
on¥Run

– HKLM¥SOFTWARE¥Microsoft¥Windows¥CurrentVersi
on¥RunOnce
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– 	«�Gry�G	9`��

• NT Workstation … �J½W8(A>:8L[.8A
G;>.�aAnonymous user(�OKd

• NT Server … �J½W8(123=�A>:8G
;>.�

– .reg<=>4

• �J½W8=G;-MI�regedit= �
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4. TCP/IP

– nbtstatp.���Ê�

• nbtstat  -A  192.168.1.1

– <00> UNIQUE … ���	
��

– <00> GROUP … ²����
– <03> UNIQUE … ���	
��C%(H÷³�«
¬�

– ��(�I
�Ð��!Networking Guide��

– UDP port137K�07
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– OOB (Out of Band) Attack

• TCP=Out of Band�:g�g¿@�Â<,¯�
NT�hi
�a�W:.;A:Id

• TCP port139=��45
• «�j��Gg7;V:W�äDaWinnuked
• TCP/IP=hk=¸_,¯�2Sl=OOB Attack
aBSDmn®¯°RFC1122mnd
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– Ping of Death

• 64Kµl8�no�ICMP
Ö78�g¿@�Â<,
¯�NT�hi
�Qâ�¡�

• ping -l 65510 192.168.1.1
• _pB=OSNJ¼:0¦§G,�*qr
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– SYN Flood Attack

• KLaACKd�P«�_SYN
Ö78aTCPÞ%ë
Nd�ps,g¿�Â<,¯�Nt­¶:8(k:

�.� ,��

• netstat=state … SYN_RECEIVED

• �J½W8()u3�¾Nvß`wx
• TCP/IP=�yE�ÿ�
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NT,®¿�>?@A/Bþ=ÿ��

– CPU Attack

• TCP port135,Þ%�N10&'#þ�S�jE,
�B.H6;8 * CPU� s�100%

• RPC>[@:W=ÿ�NTU�&listen�&_�¶:
8a1031Üd(��*z{

• DNSaTCP port53d,���=qr
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– Simple TCP/IP Attack

• Simple TCP/IPk:�.achargenÜd,4
��
À:�?ù.8|} * UDP
Ö78=~�wx

– WINS Attack

• �T�UDP
Ö78�g¿@�Â<,¯�WINSk:
�.�hi
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NT,®¿�>?@A/Bþ=ÿ��

–����H�I�dY«		�`

• SPOOLSS named pipe,Þ%�&�:gJ;
�
Â<(X>AA:;

• AnonymousÞ%(��
• spooleak.exe … Ondrej Holas�,¯�ß�

– SNMPp.���Ê�

• SNMPG;>.,¯��:�F�Ü=@A
– snmputil walk 192.168.1.1  public .1.3.6.1.4.1.77.1.2.25
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– Land Attack

• IPG�L.®¯°¶:8�source/destinationw,�
*(¡�¯Á��T�SYN
Ö78�g¿�Â<,¯
�N1��G�0��B��

– IP Fragment Overlap

• �T,J�ÅXI8«�jIP
Ö78�g¿�Â<,¯
�N¥IÅ
�

• SSPING, Teardrop, Bonk, Teardrop2, ...
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– SP3 PPTP Attack

• PPTP=íî TCP¶:8a1723d,�T�
Ö78
�g¿�Â<,¯�NNT�;�7-@
�

– SMB Logon Attack

• �T�SMBÀÅÔI
Ö78�g¿@�Â<,¯�N
NT�hi
�



Copyright (c) 1998 Central Computer Services Co.,Ltd. 13

98/05/25 Copyright (c) 1998 Central Computer Services Co.,Ltd. 73
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–­�� �Go�ÆÇËÌ

• xÉ�:�´À>.(��}=¶:8(Þ%�g¿
\¿�Â<�� 

• �ß`¶:8�Ô:µ:�l�aTCP139Üd

• netcat … TCP/UDPG;>.� V:W
– nc -v -L -e cmd.exe -p 139 -s 192.168.1.1

• redirect.pl … SMB>7-MIAÛlL;8�>
– perl redirect.pl 192.168.1.1 192.168.1.2

• µ7;�G,�����
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NT,®¿�>?@A/Bþ=ÿ��
netcat
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5. (1�BDE

–¢<@4G³A�ÍÎ

• ��=�� … �J½W8()»����_Ä

• 
�V�NÀÅ)c<de���_

– EventLog�Guest9`��

• Guest�:�,4�&System®¯°Application log
=�����
��&_�

• Security log)Administrators=������
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–«[�	�SdÏÐvw�ÑÒ

• rç(�E,>?g�j�N	"=lcI8�ô�1
23,xË
�� ��_

• ��#ÈÉÊ�=��

• ÀÅ=þ��,¯�êëlcI8ÀÅ=��
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1. �
���� �(�OPQ
2. ���
�������RS
3. TUV	W1X+-Y0+�@�+-1�ZS
4. 2-�1["�G	��\Q
5. �
����]^�_`+-YDE
6. abcd�De�$%fghi
7. jkl�
�����Pm
8. n"J6	7op
9. �
����qrst
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1. �
���� �(�OPQ

–Ó��DÔ�x���

• �����==�ý<N��j+,ë
�� <=
µ�I.��o�

• A.;=��
• �  … ¥:�¦§GN¨J8¦§GN12O H.8

• ����NxÉO ��Nqr��òNµ:[MI
G7´òN
7ølI.8:WòN...
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>?@A/B4�=¶lI8

–O�PI	
�����	
�

• �:�,<8&' =��
«<>?@A/B|�)N
xÉ)8L:�ÔJ=T�,¡�

• �:�=2¤<�S�êë

  ' �,B_
          �
  ���ß¿�N
.9:����\¿�N…
          �
  ±o8&>?@A/B��B��
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–��dÕ��Ö×ÖØj

• >?@A/B12)�Éå�(¡�

• � �O 12,���_¯Á,

• q�^¡����)^¡�

• -./0123¾=HI>Ik.�êë
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>?@A/B4�=¶lI8

–F�G�^_GU�`�9�	K�!L�rÙ4

• e=LcW(4��¢
��±�Ê£
• 
�&=>?@A/B4��×.8LcW(��Á=
)YZ

– J��¹·�
�KNetBIOS over TCP/IPfport137�139g
-��c1K��M(�@5

– �

�þ�Gpé��J �G�-ã2RB�|K@05F

:��P[7R

• à-I=¤¥�6789:;¦õN§�G´AÖ:-M
I=� ,¯�«�j�
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2. ���
�������RS

–9Z?�G���

• 
.9:�=F¨�¾ … �ë,K*`"
• 
.9:�=��©i�¾ … �ë,K*`"
• 
.9:�=(« … 8&'#þ�ª«
• 
.9:�=¬­ …�ë,K*`"
• GÓ¦I8À7;G¦8 … `"�ª«
• 
.9:���,ÀÅÔI��ë … `"�ª«

• ÀÅÔIò¾n®=A>:8�:��¯íE,ÀÅ
G¦8 … `"�ª«
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>?@A/B4�=¶lI8

–O�P�����

• °�Î�ë��:�#ÅW:´=�,`"
�Â<�
ª«
�±q

– :�;<!:����·�

– ����
G !K���	
�U¹G��

– H
û�H÷³�

• R=²³}��ë�±q
– ³ñ�
; �÷:�;<!á��/W��

– �

��ü�"�
#�/WH÷³�
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–!�
]��

• �����ÁÂ<�ª«
�±q

– H÷³��H÷³J … $%Z6ÙÂ&

– J����³#�¸G�'!¹G�� … Â&
– «
¬(º!&' … Â&
– «
¬�÷�
ì!¨© … $%Z6ÙÂ&

– �Ð	�; )*!no … $%Z6ÙÂ&

– .AÉ):����·�)Z6Ù:�;< … $%Z6ÙÂ&

• %s,��
�Qâ)ÀÅ=�2��´
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– VY>����	
�

• ÀÅÔIò¾

• ÀÅÔIµ

• GÓ¦I8F¨�Î

• ´ÀJ¼lW=� 
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– NTFS

• 	,2¶aDOS<=·DÜd��_Î�NTFS�� 

�

–¢��x_`9_��¢��`¨i,©

• ¥:�qrN¨J8qrN¸.Ô¹L:-MIN��Ü
±��:g��	
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3. TUV	W1X+-Y0+�@�+-1�ZS

– SMBÚÛ"SMB singing% - SP3

• ×.8¾(��@�«��SMBX7>:[,ºñ
�
• ºñ … 
.9:�NøùLI[#L.¶I.NU»

– Z+5U)OWF-ú$W5R

– Z+5U)"�������×��-ú$W5R

– ,-f:
ÿ��-Ôg|~$W5R

• H6;-MI¥l[ù7;��i
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Hdr Data

Hdr DataK;L�MACMNOP�FG

>?@A/B4�=¶lI8

SMB+, SN: Sequence Number
MAC: Message Authentication Code

Hdr Data

MAC

MD5

MD5

MAC

SN

MAC

SN

MACMQRServer

OWFSN Response

OWFSN Response

Client
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–T�U�V<�4�	�S"Passfilt.dll% - SP2

• 
.9:�-Ç#��ò,0 
• ¼=W:W�½ 

– ./6�001230405

– ./)1�!4t!G��!723t-3C01230405

» A, B, C, ... Z
» a, b, c, ... z
» 0, 1, 2, ... 9
» 45�Ôf@)#Õg

– þ��
²U«
¬IDpJ��
<!á�-3]K(51

05
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– AnonymousO�P9`����§ - SP3

• SP3¾�,¯�NAnonymous�:��A>:8(L[
.8A,G;>.
�Â<�©i

• L[.8A=`",¯�NAnonymous�:���:�
F��wFF��@A
�Â<�©i

• Authenticated UsersÅW:´�¾� …
Anonymous�:�)Â=ÅW:´,¿���_

• Authenticated UsersÅW:´(Anonymous�:�
,4
�NTFS�L[.8A=G;>.HI8À:W�
� 
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–ÜÝT�U�Vp.�O�P¬°�gh - SP3

• SP3¾�,¯�Nrç()ëN�¡8&�9&(
.
9:��J��_¯Á,��

– SYSKEY - SP3

• 
.9:��SAM�:gc:.,�ä
�À,¯S
,ÌÍ�
�� 

• ÁÂ)Q143475�ef
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–F_G<�_`�

• k:�.
7;#Ã,ÄT«�jÿ��,T
�
7
ø>[@:W

• k:�.
7;Å<,äD … SP3,)SP3 =×78
JB7;.�½ 
�

• RÆÇÈÅ<,äD … ��E,N��ÇÈ,)�
�ÇÈ =×78JB7;.�½ 
�

• 
�&�½ 
��ë)�_ … t­×.8(hÀ,
ô*&_�ÿ��ÄT
�j+,½ 
��

• ÉÊ,��
�Â<�Ëµ«�&_�j+NÌ�,/
.8«�&)_�_
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–F_G<�_`������

• ^_=×78JB7;.�½ 
�Qâ)NÍ�_>
[@:W�Î_�=(��"o&��V�_¯Á,Ï

Ð,³}
�

– ftp://ftp.microsoft.com/bussys/winnt/winnt-
public/fixes/usa/nt40/hotfixes-postSP3/postsp3.txt

• /x �^¿&h� * R>[@:W=Ñß=�h�
– 6� tearfixi.exe /x

» hotfix.exe
» hotfix.inf
» tcpip.sys
» tcpip.dgb
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–F_G<�_`������

• Hotfix.exe=� PQaÁÂ)Q184305�efd

– hotfix /? … 7�ì!89

– -y ¹�����
� (-mC%(-q��U&')
– -f :����·�:U¹ì�ÿ
:
�-;î<_

– -n ¹�����
�� �G��-z405

– -z ����
�=U�#
�/05

– -q �É>
²f«
¬���
J¸��0/g

– -m�É>
²f«
¬���
J¸��P[g

– -l ����
�d2W5Ré��J �G�!á�89

98/05/25 Copyright (c) 1998 Central Computer Services Co.,Ltd. 95

>?@A/B4�=¶lI8

–F_G<�_`������

• k:�.
7;�IlI.8:W�jQâN×78JB7
;.�I°½ 
�

• °�ÎN½ 
�Â<�ª««���=

– getadmin-fix
– teardrop2-fix
– simptcp-fix fsimple TCP/IP-ã2W5R}~g

– srv-fix
– pent-fixf?�DRPentiumF:�!}~g
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4. 2-�1["�G	��\Q

– NTFSQ.Rry�G	

• �J½W8`",)pB=ÿ��
• Everyone)	,³}
�

• À:ÓW®¯°A>:8=G;>.HI8À:W
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–�:G�4<�4�

• PPTP�¿�� 
�Qâ * PPTPJBWgAIÅ

• TCP/IPJBWg … �ë�TCP/UDP¶:8�=G;>
.=��
�
�

– �

�fSMTP)HTTP)…g|º'DR×
�

– DNS!UDP×
�fport53g

• NetBIOS over TCP/IP … TCP/UDP 137, 138, 139
• RPC … TCP135
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5. �
����]^�_`+-YDE

–^_GU�`mn����	
���{�

• ISS Internet Scanner
• SNI Ballista
• Wheelgroup NetSonar
• Asmodeus, UltraScan, …

• %sNFÒ,ø§7;
�Â<�� 
• �+=Â±_ø§7;)YZ
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–F�G�oF�GÞß�¶·E�à�

• IDI Kane Security Analyst

• March Security Manager
• Axent OmniGuard/ESM
• �:�`"�NNTFS#L[.8A=G;>.íî`"
�eNÁÂ�ø§7;�� 

• FÓ)^,lI.8:W
��ë�¡�
• A¨:.?78=c2config.exe
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–T�U�V;�_`É�4

• MWC ScanNT

• L0phtCrack

– ACL;�_`É�4

• Somarsoft DumpAcl

• MWC FileAdmin
• Smallwonders Security Explorer
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–ry�G	;�_`É�4

• Somarsoft DumpReg

• MWC RegAdmin

98/05/25 Copyright (c) 1998 Central Computer Services Co.,Ltd. 102

>?@A/B4�=¶lI8

6. abcd�De�$%fghi

–±²��ádÏÐvw
• 
J½:àI.>?g
• k:µà6:[ù

–>Ù�G:S�áÉ�4
• Princeton Software LogCaster
• Omnitrend PageMaster/ev

• MWC EventAdmin
• Somarsoft DumpEvt
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–H�x�áÉ�4

• Ipswitch WhatsUp

• Caravelle WebWATCHER

–âãäåÉ�4

• IDI Kane Security Monitor

• ISS RealSecure
• Wheelgroup NetRanger
• Abirnet SessionWall-3
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7. jkl�
�����Pm

–æç(¹��9`���èé

• �WNHIð@:gW:0Nà-INÔÕNÅ�ÖN...

• µ7;G7´X�BGNÄ��B.;

–:�Z4:Sa���§

• ��ë�À:ÓWÀÅÔI�'�×Ø
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– 	]�xz4Y¢�9

• �ë�A0:µ�WX�BGaFD, ÙÚNCD-ROMÜd
��l�)<�))


• 4ÛEÀÅÔI�:�=��FD�j)CD-ROM�
' (��¯Á,
�,)...

– Key:HKLM¥Software¥Microsoft¥WindowsNT¥CurrentVer
sion¥Winlogon

– Name: AllocateFloppies C%( AllocateCDRoms
– Type: REG_SZ
– Value: 1
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8. n"J6	7op

• 
.9:�=êë�
• Ï��:g=µ7;G7´
• HIð@:g¦BW.4�aÛ¦IÀ:�NE-Maild

• ÛlGWG7´Þ%=���
• >µlWH:�aJava, ActiveXd=���
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9. �
����qrst

–O�PS4��

• ��NT�:�ÜaJWNTUGd

–Ù�|H �G

• Microsoft Security AdvisoraMSd

• Support OnlineaMS)
• Windows NT=>?@A/BaMSKKd
• k¶:8ÝÞ
�aMSKKd
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– Y�	�S	�G

• JWNTUG Admin Mailing List a��Çd

• ISS NT Security Mailing List
• Russ Cooper’s NT Bugtraq Mailing List
• Russ Cooper’s NT Security Mailing List
• LAC Firewall Mailing List a��Çd
• GNAC Firewalls Mailing List
• NFR The Firewall Wizards Mailing List
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– NetNews

• comp.security.announce

• comp.security.firewalls
• comp.security.misc
• comp.security.unix
• comp.os.ms-windows.nt.admin.security
• fj.comp.securitya��Çd
• fj.os.windows-nta��Çd
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>?@A/B4�=¶lI8

– Web	���

• Russ Cooper’s NT Bugtraq

• MJE NT Security
• Bill Stout’s NT Exploits II
• JWNTUG NT>?@A/B

• InfoBears NTlI8�ß=à
• CCS Security Related Links
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1. 6	789

2. NTFS@A!�(1�B
3. .C1��

4. TCP/IP
5. (1�BDE

6. ��N
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1. 6	789

–��O�P´Administratorµ

• ñú���
�
• �Î=�_�:��0õNAdministrator<_Áñú<
�NR=�:�ñ��á
�

• 6789:;±�=ÀÅÔI�íÎ
�
• A¨:.?78=passprop.exe�� �&6789:;
<¶=ÀÅÔI�â,¯�GÓ¦I8À7;G¦8�F

¨,
�

• RID=��)�� 

98/05/25 Copyright (c) 1998 Central Computer Services Co.,Ltd. 113

ÿ��Å<=4�

–9Z?�G���Q.RO�P�����

• kl8¶A-,�ã_&`"
�

– PWDumpp.�T�U�V¸_!��|��

• SAMJ¼lW��	
�aRepair�BL;8ANERDN
µ7;G7´/:´N…d

• SYSKEY�� 
�aÁÂ)Q143475�efd

• pwdump2 … SYSKEY��8&_&�ÛI´�
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–¹�9`��p.�º��T�U�Vef

• à-I�=Ø2G;>.�íÎ
�
• FDÜ,¯�²OS= ��äi
�aBIOS>78G7
´d

– Getadminp.���»�§¼½

• SP3=getadmin-fix,¯�¤å

• �±�N»´ÀÅ�0=�µ7ÅÄ=�:��'�6^
�:�)Nãæh�� �!45�%�	Administrator
6�
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– Lanman¬°T�U�V�¶·E

• 
.9:�¶A-=¯�a8&'#þNç_'ÆÍN…d

• 
.9:�JBWg=� aSP2#ÃNpassfilt.dlld
– Key: HKLM¥SYSTEM¥CurrentControlSet¥Control¥LSA
– Name: Notification Packages
– Type: REG_MULTI_SZ
– Value: PASSFILT

» @A0�ÔBC!;î

» «
¬�)J��
<-3DB�-EF)Õ

• .0
.9:�JBWg=lI.8:W
• ÁÂ)Q151082�ef
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– Notification Packegesp.�T�U�V¼½

• #!=L[.8A?:�ø§7;

– Key: HKLM¥SYSTEM¥CurrentControlSet¥Control¥LSA
– Name: Notification Packages

• FPNW(File and Print Services for NetWare)�� �
�_Qâ)N`"«�&_� FPNWCLNT �×Ø

• ��ë�DLL�`"«��_¯Á,
�
• ÁÂ)Q99885�ef
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–H�I�d9Z?�GdT�U�V�¾¿

• SP3=lsa2-fix,¯�¤åaçÇÈ=�d

• ÁÂ)Q184017�ef$STUV
�WXY�Z�����'

– Revelationp.�ÀÁT�U�V�¾¿

• à-I�=Ø2G;>.�íÎ
�

• 
.9:���ä��_
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– SMB;{r�ydr� ��

• SP3=lm-fix���jENL[.8A�`"
        * LanmanL.¶I.�J��
Â<�íÎ
�

– Key: HKLM¥SYSTEM¥CurrentControlSet¥Control¥LSA
– Name: LMCompatibilityLevel
– Type: REG_DWORD
– Value: 0, 1, 2 (Default 0)

» 0 … NTLMZ6ÙLanmanþ��
²GH-IR

» 1 … �
ü|ð�/%�@!JLanmanþ��
²-IR

» 2 … Lanmanþ��
²(I405

• LcW2,�jQâN95Ü=Lanmany·�ëN
�à
-I,4�&y·(��B��

• ÁÂ)Q147706aJ030795d�ef$STUV
�WXY�Z�
����'
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– �^`!L�¸>y{_`�TK_G	�r>

• SP3=SMBºñ,¯�¤å

• SMBºñ=F¨�/è¨�aNT Serverd

– Key:HKLM¥SYSTEM¥CurrentControlSet¥Services¥Lan
ManServer¥Parameters

– Name: EnableSecuritySignature
– Type: REG_DWORD
– Value: 0 (default), 1

» 0 … disable
» 1 … enable
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– �^`!L�¸>y{_`�TK_G	�r>�����

• SMBºñ=ëN/éëNaNT Serverd

– Key:HKLM¥SYSTEM¥CurrentControlSet¥Services¥LanM
anServer¥Parameters

– Name: RequireSecuritySignature
– Type: REG_DWORD
– Value: 0 (default), 1

» 0 … disable
» 1 … enable
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– �^`!L�¸>y{_`�TK_G	�r>�����

• SMBºñ=F¨�/è¨�aNT Workstationd

– Key:HKLM¥SYSTEM¥CurrentControlSet¥Services¥Rdr¥
Parameters

– Name: EnableSecuritySignature
– Type: REG_DWORD
– Value: 0, 1 (default)

» 0 … disable
» 1 … enable
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– �^`!L�¸>y{_`�TK_G	�r>�����

• SMBºñ=ëN/éëN aNT Workstationd

– Key:HKLM¥SYSTEM¥CurrentControlSet¥Services¥Rdr¥
Parameters

– Name: RequireSecuritySignature
– Type: REG_DWORD
– Value: 0 (default), 1

» 0 … disable
» 1 … enable
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– �^`!L�¸>y{_`�TK_G	�r>�����

• k:µê�»SMBºñF¨Ä=QâN
– ���eU0$W5RG��¹���(SMBK�-&'

– �L�eU0$W5RG��¹���(ùM!ù¼

• k:µê�»SMBºñëNÄ=QâN
– ���eU0$W5RG��¹���(SMBK�-&'

– �L�eU0$W5RG��¹���(ù¼-NO

• ÁÂ)Q161372®¯°SP3=README�ef

• IPXëì�95·Dëì()� (��_

• 
J½:àI.=ÿ�
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–|?�Sr�V9�_`

• SP3=¾�,¯�N
.9:��9&(J�
�Â<
�hi

• 
.9:��9&(ëN
�¯Á�SMBk:µ,4�
&ÀÅÔI(��B���NL[.8A=`],¯�9

&
.9:�J��íî� aÁÂ)Q166730�e
fd

– Key:HKLM¥SYSTEM¥CurrentControlSet¥Servers¥rdr¥p
arameters

– Name: EnablePlainTextPassword
– Type: REG_DWORD
– Value: 1(plaintext password enabled), 0(disabled)
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– HTML'Â�SMB¬°

• ×.8LcW(=¨{E�4�)è_
• J¼lG¦½:W({í�=TCP port139�i+�
• ;î(��_Webk:µ�G;>.��_
• LanmanL.¶I.J�=hia$�d

• 
.9:�=¯�a$�d
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– HTTPmn�MSÃÄÅ¬°

• ×.8LcW(=¨{E�4�)è_
– NTLMSecuritySupportProvider�

�-L�UD23

MSÓÔ�yY-�0�0b0R

– /µ/)P!��UQR|SRµ�/205

• ´À;-k:µ<¶(WebG;>.���Á
– MSÓÔ�yY-�×
�/05ìHG:

• ;î(��_Webk:µ�G;>.��_

• 
.9:�=¯�a$�d
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– AnonymousÆÇ

• SP3=¾� * L[.8A�=G;>.Nµ:[MI

�Ü=@Aawinmsdd�hi

• RestrictAnonymousL[.8A`" * wFF�N�:
�F�=@A�hi

– Key: HKLM¥SYSTEM¥CurrentControlSet¥Control¥LSA
– Name: RestrictAnonymous
– Type: REG_DWORD
– Value: 1

• ÁÂ)SP3=README®¯°Q143474�ef
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– AnonymousÆÇ�����

• SP3¾�E,NAnonymousÞ%,¯�L[.8AG;
>.���_j_QâaG´AÖ:-MI,¯8&)T

É,§���B��j+d

– Key:HKLM¥SYSTEM¥CurrentControlSet¥Services¥Lan
ManServer¥Parameters

– Name: NullSessionPipes
– Type: REG_MULTI_SZ
– Value: WINREG -TU

• ÁÂ)Q143138�ef
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– AnonymousÆÇ�����

• SP3¯�NAuthenticated Users<_ÁÅW:´�¾�
«�j

• ��E,)EveryoneÅW:´<��(¡��N
Authenticated Users)Anonymous�:��¿��
_

• J¼lW�L[.8A=G;>.HI8À:W(N
Everyone,�8&_��=�Authenticated Users,
��
�Â<,¯�NAnonymousÞ%±�=G;>.
�íÎ
�Â<�� 
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2. NTFS@A!�(1�B

–¢<@4G9`���§

• ÁÂ)MSÝÞ&�»Securing Windows NT
Installation�Windows NT
()�%���78'�����'�Ä

• �)N¥WINNT®¯°R�#!=
�&=k��BL
;8A,^_&N#!=¯Á,`"
�

– Administrators: Full Control
– CREATOR OWNER: Full Control
– Everyone: Read
– SYSTEM: Full control
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–¢<@4G9`���§�����

• ¥WINNT¥REPAIR
– Administrators: Full Control

• ¥WINNT¥SYSTEM32¥CONFIG
– Administrators: Full Control
– CREATOR OWNER: Full Control
– Everyone: List
– SYSTEM: Full control
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–¢<@4G9`���§�����

• ¥WINNT¥SYSTEM32¥SPOOL

– Administrators: Full Control
– CREATOR OWNER: Full Control
– Everyone: Read
– Power Users: Change
– SYSTEM: Full control
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–¢<@4G9`���§�����

• ¥WINNT¥COOKIES
• ¥WINNT¥FORMS
• ¥WINNT¥HISTORY
• ¥WINNT¥OCCACHE
• ¥WINNT¥PROFILES
• ¥WINNT¥SENDTO
• ¥WINNT¥Temporary Internet Files

– Administrators: Full Control
– CREATOR OWNER: Full Control
– Everyone: Special Directory Access - R/W/E, Special File

Access - None
– SYSTEM: Full control
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–¢<@4G9`���§�����

• ¥Boot.ini
• ¥Ntdetect.com
• ¥Ntldr

– Administrators: Full Control
– SYSTEM: Full control
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–¢<@4G9`���§�����

• ¥Autoexec.bat

• ¥Config.sys

– Administrators: Full Control
– Everyone: Read
– SYSTEM: Full control
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–¢<@4G9`���§�����

• ¥TEMP

– Administrators: Full Control
– CREATOR OWNER: Full Control
– Everyone: Special Directory Access - R/W/E, Special File

Access - None
– SYSTEM: Full control
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–¢<@4G9`���§�����

• G´AÖ:-MI,¯8&)N�8<�_NTFS>?@A
/B`"�ëN
�

• Wï MS Office97)N¥winnt, ¥winnt¥system32Ü,
read/write=�Î��ëaÁÂ)Q169387�efd
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–��ÈC

• �ë(�_QâN12wF�×Ø
�
• net share admin$ /delete

–ÀÁNTFS9`��É�4

• à-I�=Ø2G;>.�íÎ
�
• FDÜ,¯�²OS= ��äi
�aBIOS>78G7
´d
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– NTFS Multiple Data Streams

• NTFS=“� ”(¡�Níî
�Â<)�� 

• streamfindÜ=Ê�V:W�' �&Ê�

• ð=<ÂñNÂ=� �' �j>?@A/B�rÜ)
�º«�&_�_
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3. .C1��

–¢<@4G9`���§

• ÁÂ)MSÝÞ&�»Securing Windows NT
Installation�Windows NT
()�%���78'�����'�Ä

• #!,òó
�L[.8A?:^_&NEveryone,4

�G;>.��N»ý=fÜÄN»k�?:=òóÄN»x

ËÄN®¯°»��@�íîÄ=�,`"
�

– ¥Software
– ¥Software¥Microsoft¥RPCfZ6Ùä!V�#Ð
g

– ¥Software¥Microsoft¥Windows NT¥CurrentVersion
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–¢<@4G9`���§�����

– ¥Software¥Microsoft¥Windows NT¥CurrentVersion
¥Profile List

– ¥Software¥Microsoft¥Windows NT¥CurrentVersion
¥AeDebug

– ¥Software¥Microsoft¥Windows NT¥CurrentVersion
¥Compatibility

– ¥Software¥Microsoft¥Windows NT¥CurrentVersion
¥Drivers

– ¥Software¥Microsoft¥Windows NT¥CurrentVersion
¥Embedding

– ¥Software¥Microsoft¥Windows NT¥CurrentVersion
¥Fonts
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–¢<@4G9`���§�����

– ¥Software¥Microsoft¥Windows NT¥CurrentVersion
¥FontSubstitutes

– ¥Software¥Microsoft¥Windows NT¥CurrentVersion
¥Font Drivers

– ¥Software¥Microsoft¥Windows NT¥CurrentVersion
¥Font Mapper

– ¥Software¥Microsoft¥Windows NT¥CurrentVersion
¥Font Cache

– ¥Software¥Microsoft¥Windows NT¥CurrentVersion
¥GRE_Initialize
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–¢<@4G9`���§�����

– ¥Software¥Microsoft¥Windows NT¥CurrentVersion
¥MCI

– ¥Software¥Microsoft¥Windows NT¥CurrentVersion
¥MCI Extensions

– ¥Software¥Microsoft¥Windows NT¥CurrentVersion
¥PerfLib

– ¥Software¥Microsoft¥Windows NT¥CurrentVersion
¥PortfZ6Ùä!V�#Ð
g

– ¥Software¥Microsoft¥Windows NT¥CurrentVersion
¥Type1 Installer

– ¥Software¥Microsoft¥Windows NT¥CurrentVersion
¥WOWfZ6Ùä!V�#Ð
g
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–¢<@4G9`���§�����

– ¥Software¥Microsoft¥Windows NT¥CurrentVersion
¥Windows3.1MigrationStatus fZ6Ùä!V�#Ð
g

– ¥System¥CurrentControlSet¥Services¥LanmanServer
¥Shares

– ¥System¥CurrentControlSet¥Services¥UPS
– ¥Software¥Microsoft¥Windows¥CurrentVersion¥Run
– ¥Software¥Microsoft¥Windows¥CurrentVersion¥RunOnce
– ¥Software¥Microsoft¥Windows¥CurrentVersion¥Uninstall

– ¥HKEY_CLASSES_ROOT fZ6Ùä!V�#Ð
g

– ¥HKEY_USERS¥.DEFAULT fZ6Ùä!V�#Ð
g
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– 	«�Gry�G	9`��

• #!=L[.8A?:=`",¯�NL[.8A,4

�A>:8G;>.�íÎ
�

– Key:HKLM¥CurrentControlSet¥Control¥SecurePipeServ
ers¥winreg

– lm: winregÐ
UÑDR¹G��(-¦t«
¬!J|�

>
�K�����UÑ/W¹G����

– .reg<=>4

• .regJ¼lW,4
��J½W8=G;-MI�N»\]
anotepad.exe= �dÄ,��
�
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4. TCP/IP

– nbtstatp.���Ê�

• NT=��� (¡�N×.8LcW(i+�=)½«
�_

• J¼lG¦½:W(UDP port137�i+�

– OOB Attack

• SP3=oob-fix,¯�¤åa°Í)Nteardrop2-fixd
• ÁÂ)Q143478�aJ030463def
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– Ping of Death

• SP2,¯�¤åa?d

• qr�(�±eÁ±)Ö:.µlÖ:.=¯Á(¡�

– SYN Flood Attack

• SP2(TCP/IP=
�X:g`"L[.8A�`]

• vß`wxò¾�µ7;ÀÅ°%ý���� 
• ÁÂ)Q142641�ef

• J¼lG¦½:W(�À7;
�P�¨{E
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– CPU Attack

• SP2=rpc-fix®¯°dns-fix,¯�¤å

• ÁÂ)Q162567®¯°Q162927�ef

– Simple TCP/IP Attack

• SP3=simptcp-fix,¯�¤å

• ÁÂ)Q154460aJ031301d�ef
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– WINS Attack

• SP3=winsupd-fix,¯�¤å

• ÁÂ)Q155701aJ031179d�ef

–����H�I�dY«		�`

• iò�()Nfix)��«�&_�_
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– SNMPp.���Ê�

• �ë�SNMPk:�.)×Ø
�

• >?@A/B=`"���Á

– Land Attack

• SP3=land-fix,¯�¤åa°Í)Nteardrop2-fixd

• ÁÂ)Q165005aJ041381d�ef
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– IP Fragment Overlap

• SP3=teardrop2-fix,¯�¤å

• ÁÂ)Q179129aJ042091d�ef

– SP3 PPTP Attack

• SP3=pptp-fix,¯�¤åaçÇÈ=�d

• ÁÂ)Q179107�ef
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– SMB Logon Attack

• SP3=srv-fix,¯�¤å

• ÁÂ)Q180963aJ042680d�ef

–­�� �Go�ÆÇËÌ

• iò�()Nfix)��«�&_�_
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5. (1�BDE

–¢<@4G³A�ÍÎ

• kl8¶A-,�ã_&`"
�

–«[�	�SdÏÐvw�ÑÒ

• k:�
:/Bôõ=¾�
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– EventLog�Guest9`��

• #!=L[.8A`"(Nö.8�:�,¯�
Application�j)System log,4
�G;>.�h
i

– Key:HKLM¥SYSTEM¥CurrentControlSet¥Services¥Even
tLog¥[LogName] … LogName(Application or System

– Name: RestrictGuestAccess
– Type: REG_DWORD
– Value: 1
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6. ��N

–:Sa�¦�êëY_��y¾¿

• #!=L[.8A�`"

– Key:HKLM¥Software¥Microsoft¥WindowsNT¥CurrentVer
sion¥Winlogon

– Name: LegalNoticeCaption … ����¹H÷!����

– Name: LegalNoticeText … ����¹H÷!;Ð��

– Type: REG_SZ
– Value: 89/%5����Z6Ù;Ð��
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–:Sa�|>9:SpO�PÛ�¾¿t(/

• #!=L[.8A�`"

– Key:HKLM¥Software¥Microsoft¥WindowsNT¥CurrentVer
sion¥Winlogon

– Name: DontDisplayLastUserName
– Type: REG_SZ
– Value: 1
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–!{_G|?�p:Sa��+ì"Workstation%

• #!=L[.8A�`"

– Key:HKLM¥Software¥Microsoft¥WindowsNT¥CurrentVer
sion¥Winlogon

– Name: ShutdownWithoutLogon
– Type: REG_SZ
– Value: 0 fWorkstation!�J���(1 … H÷³�-ð�/
05g
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–!{_G|?�¦pPageFile01�íî

• #!=L[.8A�`"

– Key:HKLM¥System¥CurrentControlSet¥Control¥Session
Manager¥MemoryManagement

– Name: ClearPageFileAtShutdown
– Type: REG_DWORD
– Value: 1 f�J���(0 … WX/05g
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–:Sa�ïð°ñ��{_!��lDpØ�

• #!=L[.8A�`"

– Key:HKLM¥Software¥Microsoft¥WindowsNT¥CurrentVer
sion¥Winlogon

– Name: CachedLogonsCount
– Type: REG_SZ
– Value: 0
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– Pentium�xS56

• SP3=pent-fix,¯�¤å
• ÁÂ)Q163852aJ041092d�ef

– ROLLBACK.EXE�ÍÎ

• ROLLBACK.EXE�¥:��B.;u,lI.8:W«
�&_�±eÁ±�|y

• ��¡��N×Ø
�
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IIS!,-IE�./#�����	

1. IE��
���������

2. IIS��
���������
3. CGI�
����
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IIS®¯°IE,T
�>?@A/B

1. IE��
���������

– IE�æòókô

• IE3 .url/.lnk … 3.0a(fix
• IE3 UMD (Û�W;A7;) … 3.0b(fix
• IE3 MIT (.isp) … 3.0b(fix
• IE Cache Exploit … ???
• IE-NTLM Authentication … � (¡�

• IE PowerPoint Bug … fix¡�
• IE3.0, 4.0 and Java … fix¡�
• IE File Corruption Bug … fix¡�
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IIS®¯°IE,T
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– IE�æòókô�����

• Freiburg text-viewing Bug … fix¡�

• IE4.0 for Win95 buffer overrun … fix¡�

• IE4.0 Page Redirect … fix¡�

• IE4.0 MK Overrun … fix¡�

• IE4.0 Embed … fix¡�
• NetMeeting Speed Dial … fix¡�
• IE ghosting attack … ???
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– IE������õ

• ÷SN°ÍÈ��Áafix
�,³}d

• ;î(��Web=�G;>.

• JavaNJavaScriptNActiveX)N�ë�<�=�ON

• °øÎ=�Î�6^�:�HI/?.8(h�aA¨:
.?78=SUd

• êë�×.8þ()WebG;>.���V�_
• {í�=NBTaNetBIOS over TCP/IPd�íÎ
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2. IIS��
���������

– IIS4.0����	
�vw

• ùúk:µNùú�BL;8AÅ<=>?@A/B`"
– YZ�
ü^�U4m!«
¬��;Ð��KÉz��

• �:�y·<[ñG;>.
– [�¹G�� … IUSR_���	
�� C%( NT«
¬�
– Basic Authentication
– NT Challenge/Response Authentication
– SSL Client Certificate Authentication
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– IIS4.0����	
�vw�����

• G;>.íî
– IP¹²���²����U\]b¹G��îï

– «
¬yYU\]b¹G��îï

– Web�
üþ
^�:
�U6R¹G��îï

» Access Permission: Read, Write
» Application Permission: None, Script, Execute

– NTFSU6R¹G��îï
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– IIS4.0����	
�vw�����

• G;>.ÀÅ
– IIS Log File Format
– NCSA Common Log File Format
– ODBC Logging
– W3C Extended Log File Format

• SSL (Secure Socket Layer)
– �
ü!yY

– «
¬!yY

– ù¼�
�!ÓÔ�
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–���	
���ÍÎõ

• IIS.Ð=µÅ
– .asp. (IIS3, Q163485)
– Long URL (IIS3, Q143484, J030428)
– Short Filename (IIS4, Q179148, @��IIS4.0)

• �EHI/IV
– CGI, ASP, SSI, …
– ?�«
¬��;Ð��K��d2RD W-����

» %SystemRoot%'!¹G��

» �����'!¹G��

– D W!�G�ì�Ut5W�¤-"¸�GD @
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–���	
���ÍÎõ�����

• `"=û�

– NT�_!�Ð	�; lm

– «
¬!�Ð	�; lm

– NTFS!�Ð	�; lm

– IIS!�Ð	�; lm

– É»��;�r!�Ð	�; lm

– `aµtba c d[-AB/pD5)d[-et1Ub5
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3. CGI�
����

– CGI�`	�G'Â���öå

• .;A´8#À[7;
•  ×.8IPG�L.

• �:�ñ
• 
.9:�
• .;A´8ü =�BL;8A  … read�
�,
�
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–æçT�Y��p.�­��:S�]÷ø

• J½:0(�:�,
�X:g��S«ý�Qâ
– �
�I¼f
– «
¬�)þ��
²

• HTML,hidden(
�X:g�Æ1�&_�Qâ
– <INPUT TYPE=“hidden” NAME=“address”,

VALUE=“foo@xxx.co.jp>
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–æçT�Y��p.�­��:S�]÷ø�����

• Perl,®¿�W
– �G�ì��system(“blat $file -t $mailto”);
– $mailto!ãg�xxx@yyy.co.jp & dir c:¥
– system1ÆU�)exec())open())``

• �S
�X:g=ø§7;�êë
– &, |, “, ….???
– ���ãg!}~(???
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• 8:gW>?@A/Bhi=j+,

– 9):��;<=�&>"
?@0A�=�BCD0ISBN4-7561-0299-9
– E(% <=�&>" F)�GH$

http://www.ipa.go.jp/SECURITY/ssh/ssh_index.htm
– Internet Security Policy: A Technical Guide [DRAFT]

http://csrc.nist.gov/isptg/
– Internet Firewalls Frequently Asked Questions

http://www.clark.net/pub/mjr/pubs/fwfaq/index.htm
– 4I(AJ5��0K4%L)$0ISBN4-89052-672-2
– NCSA Firewall Policy Guide: http://www.ncsa.com/fwpg_p1.html
– ();�MH%N4I(A�J5��OPQ<=�&>":

http://www.3com.com/japan/tech/papers/500619.html
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• NT4.0=rç>?@A/B� 

– Windows NT Server 4.0 
�4R$%S(�0TUV0ISBN4-88135-
475-2

– Windows NT Server 4 Security Handbook, Que Corp., ISBN0-7897-
1213-X

– DEPARTMENT OF DEFENSE TRUSTED COMPUTER SYSTEM
EVALUATION CRITERIA:
http://www.radium.ncsc.mil/tpep/library/rainbow/5200.28-STD.html

– Windows NT Platform Gets C2 Evaluation:
http://www.microsoft.com/NTWorkstation/c2.htm

– NT Security - Frequently Asked Questions:
http://www.it.kth.se/~rom/ntsec.html

e��þ
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• NT,®¿�>?@A/Bþ=ÿ��

– PWDump: Windows NT Password Dump Utility
ftp://samba.anu.edu.au/pub/samba/pwdump/README

– NT Crack: Windows NT Password Offline Auditing Tool
http://www.secnet.com/ntinfo/ntcrack.html

– L0phtCrack: NT Password Cracker http://www.l0pht.com/l0phtcrack/
– The Offline Utility to Change NT Passwords

http://home.eunet.no/~pnordahl/ntpasswd/
– Getadmin: http://cmp.phys.msu.su/ntclub/pub/code.htm
– A L0phtCrack Technical Rant

http://www.l0pht.com/l0phtcrack/rant.html
– HOWTO: Password Change Filtering & Notification in Windows NT

http://support.microsoft.com/support/kb/articles/Q151/0/82.as
– Security Issues Occur Due to How WinNT Handles FPNWCLNT.DLL

http://support.microsoft.com/support/kb/articles/q99/8/85.asp
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– NT LSA secrets
http://www.dhp.com/~fyodor/sploits/NT.LSA.secrets.html

– Administrators Can Display Contents of Service Account Passwords
http://support.microsoft.com/support/kb/articles/q184/0/17.asp

– Revelation: http://www.snadboy.com/Revelation.shtml
– Common Internet File System (CIFS):

http://www.microsoft.com/intdev/cifs/
– CIFS: Common Insecurities Fail Scrutiny:

http://avian.org/avian/papers/cifs.txt
– CIFS is a load of CACA: http://www.avian.org/avian/slides/caca.html
– A Weakness in CIFS Authentication:

http://www.ntsecurity.net/security/CIFS-MiM.htm
– Internet Explorer Expoit #4

http://www.ee.washington.edu/computing/iebug/
– RedButton: http://www.ntsecurity.com/RedButton/default.htm
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– NTFSDOS: http://www.sysinternals.com/ntfs20.htm
– NTFS Streams: http://streams.march.co.uk/
– WinNuke Testing Ground: http://209.51.168.3/~dirk/winnuke-orig.html
– Ping o' Death Page: http://www.sophist.demon.co.uk/ping/
– TCP SYN Flooding Attacks and Remedies:

http://www.wcmh.com/uworld/archives/95/security/004/004.txt.html
– CAUSING 100% CPU UTILIZATION BY RPCSS:

http://www.ntsecurity.net/security/100CPU.htm
– spooleak.exe: http://oliver.efri.hr/~crv/security/bugs/NT/spoolss.html
– Windows NT RAS PPTP exploit

http://oliver.efri.hr/~crv/security/bugs/NT/raspptp.html
– Windows NT Logon Denial of Service

http://www.secnet.com/sni-advisories/sni-25.windows.nt.dos.advisory.html
– netcat: http://www.l0pht.com/~weld/netcat/

98/05/25 Copyright (c) 1998 Central Computer Services Co.,Ltd. 178

e��þ

• >?@A/B4�=¶lI8

– Microsoft Security Advisor: http://www.microsoft.com/security/
– Securing Windows NT Installation

http://www.microsoft.com/ntserver/guide/secure_ntinstall.asp?A=2&B=10
– Windows NT 
()�%���78'����'

http://www.microsoft.com/japan/products/ntserver/white_papers/
– NT 4.0 Service Pack 3 Readme File

ftp://ftp.microsoft.com/bussys/winnt/winnt-
public/fixes/usa/nt40/ussp3/readme.htm

– NT 4.0 WXYC Service Pack 3
http://www.microsoft.com/japan/products/ntupdate/NT4SP3/default.htm

– E�Z�
H$OPQ[H%4"H$�
\J)]��E(%
ftp://ftp.microsoft.com/bussys/winnt/winnt-public/fixes/

– NTBUGTRAQ NT Fixes: http://www.ntbugtraq.com/ntfixes.asp
– Internet Security Systems: http://www.iss.net/
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– Secure Networks Inc.: http://www.secnet.com/
– WheelGroup: http://www.wheelgroup.com/
– Asmodeus (WebTrends Security Scanner): http://www.webtrends.com/wss/
– Intrusion Detection Inc.: http://www.intrusion.com/
– March Information Systems: http://www.march.co.uk/index.html
– AXENT Technologies, Inc.: http://www.axent.com/
– MWC, Inc.: http://www.ntsecurity.com/
– Somarsoft, Inc.: http://www.somarsoft.com
– Small Wonders: http://www.smallwonders.com/
– LogCaster: http://www.logcaster.com/
– PageMaster/ev: http://www.omnitrend.com/pmev.html
– WhatsUp: http://www.ipswitch.com/Products/WhatsUp/whatsup.html
– WebWATCHER: http://www.caravelle.com
– AbirNet: http://www.abirnet.com/
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– WXNT^�_`�JWNTUG�: http://www.jwntug.or.jp/index-j.html
– MS Support Online (Knowledge Base):

http://support.microsoft.com/support/
– Windows NT
<=�&>":

http://www.microsoft.com/japan/products/ntserver/security/
– Ea�%bcde:

http://www.microsoft.com/search/worldwide/japan/support/default.asp
– ISS NT Security Mailing List: http://www.iss.net/vd/maillist.html
– Russ Cooper's NT Bugtraq/NT Security Mailing List

http://www.ntbugtraq.com/
– LAC Firewall Mailing List: http://www.lac.co.jp/firewall/maillist.html
– GNAC Firewalls Mailing List: http://lists.gnac.net/firewalls/
– NFR The Firewall Wizards Mailing List

http://www.nfr.net/forum/firewall-wizards.html
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– ISS NT Security Mailing List: http://www.iss.net/vd/maillist.html
– Russ Cooper's NT Bugtraq/NT Security Mailing List

http://www.ntbugtraq.com/
– LAC Firewall Mailing List: http://www.lac.co.jp/firewall/maillist.html
– GNAC Firewalls Mailing List: http://lists.gnac.net/firewalls/
– NFR The Firewall Wizards Mailing List

http://www.nfr.net/forum/firewall-wizards.html
– MJE NT SECURITY: http://www.ntsecurity.net
– Bill Stout’s NT Exploits II:

http://www.geocities.com/ResearchTriangle/3372/ntexploitsii.html
– JWNTUG NT<=�&>" WorkingGroup:http://www.jwntug.or.jp/index-j.html
– InfoBears NT()%fg
h: http://www.infobears.or.jp/ntintra/
– CCS Security Related Links:

http://www.you.ne.jp/younet/inet/security-links.html
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– The Hardening of Windows NT 4.0:
http://pw2.netcom.com/~honeyluv/index.html

– Windows NT Security: Step by Step: http://www.sans.org/ntstep.htm
– Securing Windows NT Installation: ftp://ftp.lucentncg.com/ntsec/
– Navy Secure Windows NT Installation and Configuration Guide:

http://infosec.navy.mil/COMPUSEC/ntsecure.html
– Coopers & Lybrand Security Paper:

http://www.microsoft.com/ntserver/guide/cooperswp.asp?A=2&B=10
– CIAC-2317 Windows NT Managers Guide:

http://ciac.llnl.gov/ciac/documents/CIAC-
2317_Windows_NT_Managers_Guide.pdf
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– Internet Explorer Security: http://www.microsoft.com/ie/security/
– Unofficial Internet Explorer Security FAQ:

http://www.teleport.com/~hindu/iesf.html
– The Unofficial Web Hack FAQ: http://www.nmrc.org/faqs/www/index.html
– The World Wide Web Security FAQ:

http://www.w3.org/Security/Faq/www-security-faq.html
– CGI Security: http://www.csclub.uwaterloo.ca/u/mlvanbie/cgisec/
– Safe CGI Programming:

http://www.go2net.com/people/paulp/cgi-security/safe-cgi.txt
– Web Security Sourcebook, Wiley Computer Publishing,

ISBN0-471-18148-X


